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Rules consist of an ‘if' condition, than an optional action to take. Policies enter a ‘fail’ state if a condition matches.
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Issue Summary
SQL Injection Vulnerability (CW! Unt ata imp L ments due ack of validation and filtering
Code Analysis

« Purpose:

=l © My Organization

& SCM Event-based Test Automation
o Genoral . .
® 2 For projects thal are configured 10 use an SCM infegration hat supports event-based lest automation, tests will be automatically run based on the
Settings for a Speciic branch. These Settings can be configured at the OIGANIZALION, SPPICALON, PIOJECT 31 branch level

User
= For the default branch, intiate a test when:
o Groups & Anew pull request is created or updated &
2 SAST

Servica Acco Full analysis
® R R

Roles. aped sCan (Recommended)

+ SCA
Audit Logs Note: Enable peaiimerge requess comments usng pullimerge request palces

& A pull request is merged

Subscriptions SAST
® Full analysis (Recommended)
Integrations
Rapid scan
Authentication SCA
L]
spetg FOF S other non-IDE branches, iniiate 3 test when
A naw pull request is created or updated &
Analysis A pull request is merged
Risk Scoring
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Saved Filters

= Re: C Save filter

Executive Overview Dashboard
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Component Management Dashboard Policy Adherence

[ Executive Overview Dashboard

@ Issue Summary Dashboard Top 10 Applications with Current Policy Violations
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Table - Component Search . _ -

Application Label I
Project Label

D Total ssues Victatiey Poicy (A
APPLY FILTERS wer 4 Polcy

Black Duck Assist™(c &k, 771 ) w7 TD
SmBREERER DESKXU/\1TSA
VN TEERTRACENTEET,
BRHEBERICTLCENICERIBRE CIR
RLTNBOVTFFAMHIBEDEFa)
TA =TIk, BREITEBROME
#¥uLEhotFa7Ed—T1207 INZ—
VEFETEXT,

2 RA1)— KR9S5 SAST. SCA. HELU DAST
IIVE 1 DDT Ty I4+— LTS
SRAF v &M=L CRIEIC T —R
N EBBIEE. TIVAF v ERRLT
KRS OENGEHITERZESEETE
S

TEREE LT I\ —T%
Z—V v —EBL{YR—FLTWBIED
laC. APl. BXUY—TL v DAFr I
HERIELTVET,

WEERD Ry 2 2R—RITKI VT ILZA L
D7 TV r—3> R ZE—TAICEIRE
TEEY,

eS8 1 DERRZED R S — A \DEFIRR S
L. RERTEIIEIRERB TESLR—F
HeeENBIL CLE T,

Y —RBC DEFEIRAFICRIDAR
pMME5N. TFaU 77075 LOMEE
SRAECEEF T,

blackduck.com | 3



https://www.blackduck.com/

BR—

SAST npn M RUby
SAST &8 + Scala
+ Salesforce Apex * Swift
+ C/C++ + TypeScript
- C# - Visual Basic
+ DART X =
- Go SCAINYT— -
- Java 77\_./_\_,_
+ JavaScript - Apache Ivy
* Kotlin - BitBake
+ Objective-C/C++ . Cargo
© PHP - Carthage
* Python - CocoaPods

laC. 737F.

+ Ansible + Google Cloud Platform (GCP)
+ AWS CloudFormation Deployment Manager
+ Azure Resource Manager + Helm
(ARM) - JSON
+ Docker + Kubernetes

MFEH LU DevOps LDHES

V=R FEHER(ScM) - Greder
s —_ . ind River Studio
/é:—f‘ + Travis CI*
e *Black Duck Bridge CLI T
+ GitLab Hif—
+ Azure DevOps
- Bitbucket 2RV TSvhIr—L
- _ + Secure Code Warrior
SRS Yh—
. Jira SBOM 7#+—< vk
+ Azure Boards . SPDX
+ GitHub Issues - CycloneDX
I:“lb F/cry—ib H—FN—718Y—l
GitHub Actions
(SCA/SAST)
+ GitHub A
. G;tLaub Clpp + Android Lint (SAST)

- Brakeman (SAST)

+ Azure Pipelines g )
- Black Duck Binary Analysis

+ Bitbucket Pipelines

- Jenkins (SCA)
« AWS CodeBuild* + Checkmarx (SAST)
+ Bamboo* + Clang (SAST)
- CircleCI* + Clippy (SAST)
+ CodePeer (SAST)
+ CloudBees*
- CodeShip* - Coverity® BBURRHT (SAST)
- Concourse* * CppCheck (SAST)
. Sbt* - DefenseCode ThunderScan
- TeamCity* (SAST)
- Dependency-Check (SCA)
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+ Conan

+ Conda

- CPAN

+ CRAN

+ Dart

+ Erlang/Hex/Rebar
+ Git

+ GoDep

- Gogradle

+ Go Modules
+ Go Vendor
+ Gradle

+ Hex
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- Terraform (AWS. Azure. GCP.

Kubernetes )
+ XML
+ YAML

- ErrCheck (SAST)

+ Error-prone (SAST)

- ESLint (SAST)

- Fortify (SAST)

+ FxCop (SAST)

+ Gendarme (SAST)

- Gitlab Security (SAST)
- GoCyclo (SAST)

- Golint (SAST)

+ GoSec (SAST)

+ HCL AppScan Source (SAST)
+ HCL AppScan on Cloud
(ASOC) (SAST/SCA)

+ Helix QAC (SAST)

+ IneffAssign (SAST)

- JFrog Xray (SCA)

- JLint (SAST)

+ Microsoft Code Analysis
(SAST)

- MOobSF (SAST)

+ MobSF Scan (SAST)

- NDepend (SAST)
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(SCA/SAST) fie*

+ OCLint (SAST)

- Parasoft JTest / C++Test /
dotTest (SAST)

+ Lerna

+ Maven

+ Npm

+ NuGet

+ Packagist
- PEAR

+ Pip

+ Pnpm

+ Poetry

+ RubyGems
« SBT

+ Swift HKU Xcode
+ Yarn

+ PHP_CodeSniffer (SAST)
+ PHPMD (SAST)

+ PMD (SAST)

- Pylint (SAST)

+ Rapid Scan SAST (Sigma)

(SAST)

+ Retirejs (SCA)

- SafeSQL (SAST)

- SARIF (SAST)

- SATE (SAST)

+ Scalastyle (SAST)

- SCARF (SAST)

- SciTools Understand (SAST)
+ Semgrep (SAST)

- Snyk Open Source (SCA)

+ SonarQube Generic Issue

Import Format (SAST)

+ SpotBugs / FindBugs (SAST)
- Software Risk Manager™

(SAST/SCA)

- Staticcheck (SAST)

- TFLint (SAST)

+ TruffleHog (SAST)

+ Veracode (SAST/SCA)
- Vet (SAST)

+ WPScan (SCA)

- ZPA (SAST)
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