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THE COMPLEXITIES OF M&A DUE DILIGENCE
Manual code review provides key information about the software, but it doesn’t address how code is structured and the implications 
on future development. During due diligence, the acquiring party has limited, if any, visibility into the source code of the target, and 
it’s rarely able to access it until after the close of the acquisition. And even when a third-party code review takes place, it often skips 
over any analysis of the foundation of the application—the architecture. Acquirers typically review design plans but fail to consider the 
changes that can occur as developers speed toward each release. Without an architecture review, a critical gap in insight and analysis 
threatens the maintainability and scalability of the codebase. This obstacle is best overcome by implementing design audits performed 
by a mutually trusted third party, in tandem with manual code reviews. This dual-pronged approach provides the most comprehensive 
picture of the target software.

ADDRESSING ARCHITECTURE AND CODE REVIEW NEEDS WITH BLACK 
DUCK AUDITS
Manual code review allows an acquirer to understand how a product or service is designed to fulfill customer requirements. This 
exploration covers the overall layout of the various software components and their interactions that provide the business functionality.

This manual review of a software system’s architecture is recommended for discovering the strengths and weaknesses of the system 
and identifying any roadblocks to future growth plans and maintenance efforts. The target’s technical leadership will typically illustrate 
the functionality and design elements with flowcharts and high-level architecture diagrams. 

What these reviews don’t include is an analysis of the actual implementation of the architecture, which is just as important. Although 
the target’s technical leaders may list the various programming languages, platforms, and tools used, they generally don’t go into the 
details of the software implementation. Thus, the high-level manual review cannot easily identify problem areas of the codebase. Black 
Duck® Design Quality Audit fills the gap between this high-level review and the actual implementation details, providing a complete 
picture of the quality of the target company’s software systems. 

INTRODUCTION
Technology merger and acquisition (M&A) due diligence demands a thorough and meticulous review of the 
target company’s software architecture and code. This is especially critical in transactions where software 
is core to the valuation. Stakeholders require a shrewd evaluation not just of the code itself, but of the 
structure and architecture it’s built on: a Design Quality Audit. This is a particularly daunting task given that 
the architecture rarely looks the same as the original design after months and years of development effort. 
But failure to perform adequate analysis can leave an organization unaware of the potential technical debt 
it’s inheriting, and that can have significant ROI implications, because remediation efforts add time and 
money and directly impact future innovation.
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KEY FINDINGS THAT SUPPORT THE NEED FOR CODE REVIEW
Black Duck auditors have examined the software systems and development practices of hundreds of companies and have observed 
certain trends emerging over the years. An important finding is that high-level design elements rarely tell the whole story. How this high-
level architecture is translated by the developers into working pieces of code, and how the codebase evolves over time, can make or 
break the stability and performance of a system. 

A key factor is that software systems are constantly being updated for various reasons including:

•	 Changing or new requirements
•	 Growth in demand
•	 Security threats
•	 Upgrades to third party components
•	 Vendor changes and other challenges

Over time, as the implementation details stray from the original intended architecture, the pictures shared by the target of the current 
system become increasingly inaccurate. Developers are often on tight deadlines to ship changes, and they are forced to skip best 
practices like code reviews, automated testing, or secure programming activities. Lack of testing and consistency leads to codebases 
that are hastily patched together. The codebase becomes messy and brittle, and testing messy code that is highly interdependent can 
be challenging. Even more challenging is maintaining a codebase that breaks with even minimal change. 

How Black Duck Design Quality Audits work
A Black Duck Design Quality Audit can help measure the modularity of a system and identify problematic components. It provides 
insight at the source code level and assesses maintainability of the system as well as the underlying components. It’s important to note 
that this differs from a code quality audit, which is focused on the bugginess of the code rather than how the code itself is structured. A 
code quality audit is also important, but it doesn’t address how the structure of the code might impede developer productivity.    Using 
Silverthread’s CodeMRI tool, Black Duck scans the software and analyzes relationships between the code components, identifying 
highly interdependent pieces of code that can be difficult to maintain and enhance. These clusters of problematic files (referred to as 
critical cores) are often the root cause of persistent maintenance problems in a codebase. The more cyclical dependencies a codebase 
contains, the higher the chances are of defects being introduced as developers work on it. 

Higher defect rates and diminished developer productivity lead to longer development times, delayed releases, and associated 
increases in overall costs. A Design Quality Audit can not only zero in on areas of concern, it also provides estimates for maintenance 
costs and expected defect rates as new features are added to the system. CodeMRI’s statistical model, built from analyzing thousands 
of real-world codebases, provides acquirers with insight into future development costs. 
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In addition to identifying trouble spots, the audit report also helps inform the difficult decision of whether to refactor an existing 
codebase or rewrite components to improve overall quality. Expert review of these results can also help uncover underlying 
organizational issues such as lack of focus on testing or a shortage of experienced technical resources. 

A valuable addition to the Design Quality Audit report is a technical health improvement plan. This additional analysis identifies specific 
sections of code that should be reviewed and refactored to eliminate or reduce cyclicality in a codebase. Acquirers find this information 
extremely useful when planning refactoring as part of onboarding the new software assets.

CHOOSING BLACK DUCK TO EASE M&A STRESS
Clients faced with the difficult task of evaluating a target company’s software systems should adopt a multipronged approach to 
analysis. Manual reviews should be complemented with an external audit of the architecture and processes, as well as a deep dive into 
the code. A Black Duck Design Quality Audit offers expert experience in these complex systems. It illuminates hidden trouble spots 
in the codebase and determines if critical components are well-designed or if they contain unhealthy areas that should be reviewed. 

Unhealthy vs. healthy architecture

Module too big

Modular

Layered

API

Layer compromised

API circumvented

Cyclicity

Hierarchical
dependence



blackduck.com  |  5

Addressing these problem zones will lead to reduced defect rates and minimize roadblocks to deployment. The Design Quality Audit 
results provide added insight and help with crucial refactor/rewrite decisions. And the technical health improvement plan provides a 
detailed refactoring plan that will improve overall maintainability of the system. 

During M&A due diligence, it’s essential for acquirers to identify problematic code in the target’s software before the transaction terms 
and integration timelines are set. Savvy acquirers perform software code audits whenever software assets are a significant part of the 
deal valuation. 

Black Duck Audits will provide the advice your firm needs to quickly assess a broad range of software risks in your acquisition target’s 
software. Get a complete picture of the target software so you can make informed decisions with confidence.



Black Duck® meets the board-level risks of modern software with True Scale Application Security, 
ensuring uncompromised trust in software for the regulated, AI-powered world. Only Black Duck 
solutions free organizations from tradeoffs between speed, accuracy, and compliance at scale while 
eliminating security, regulatory, and licensing risks. Whether in the cloud or on premises, Black Duck 
is the only choice for securing mission-critical software everywhere code happens. With Black Duck, 
security leaders can make smarter decisions and unleash business innovation with confidence. Learn 
more at www.blackduck.com.
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